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ABSTRACT

Today' botnets are the most comm,n threat on the Internet and are used as the main attackvector against individuals and businesses- cybercriminars have exproited botnets for manyillegal activities' including click fraud' DDos attacks, and spam production. This suggest amethod for identifying the behaviour of data tralfic using machine rcarning crassifiers incrudinggenetic algorithm to detect botnet activities. By categorizing behaviour based on time srots,investigate the viability of detecting botnet behaviour without seeing a whole network dataflow' This also evaluate the efficacy of two well-known crassification methods with referenceto this data' This demonstrate experimentally, using existing datasets, that it is possibre to detectbotnet activities with high precision.
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