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ABSTRACT

Cyber security is evolving and the rate of cybercrime is constantly
increasing. Sophisticated attacks are considered as the new normal as they are
becoming more frequent and widespread. This constant evolution also calls for
innovation in the cyber security defense. There are existing solutions and
combinations of these methods are still widely used. Network Intrusion Detection
and Prevention Systems (IDS/IPS) monitor for malicious activity or policy
violations. Signature Based IDS relies on known signatures and is effective at
detecting malwares that match these signatures. Behavior-based IDS, on the other
hand, learns what is normal for a system and reports on any trigger that deviates

from it. Both types, though effective, have some weaknesses.

Several supervised learning algorithms, such as decision trees, support
vector machines, or deep neural networks, can be employed to detect and classify
botnet traffic accurately. The model is trained on labeled datasets containing both
botnet and legitimate traffic samples, allowing it to learn the distinguishing

characteristics of botnet behavior.

The proposed cyber-attack detection system offers a proactive defense
mechanism against botnet attacks, enhancing the security posture of university
private cloud infrastructures. By employing machine learning algorithms, it
vides the ability to detect botnet activities iri near real-time, minimizing
_potential damage and data breaches.
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