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This is to certiry that, the project entitled "CLOUD INFRASTRUCTURE

FAILURE DETECTION USING MACHINE LEARNING" has been successtully
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3. Nandan Kumar M IiSVl9CS046] and 4. Nayana H s IlSVI9CS048], in partial

fulfillment for the award of Bachelor of Engineering in Computer Science &

Engineering of the Visvesvaraya Technological University, Belagavi during the

academic year 2022-23. It is certified that all the corrections/suggestions indicated

for internal assessments have been incorporated in the report. The project report has

been approved as it satisfies the academic requirements in respect of project work

prescribed for the Bachelor of Engineering Degree.
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we, 1. Gayithridevi K M usvl9cs030l, 2. Lavanya T S [lSVl9CS040l,

3. Nandan Kumar M [1SVl9CS046l and 4. Nayana H S USV19CS048|, student

of VltI semester B.E in Computer Science & Engineering, at Shridevi lnstitute of

Engineering & Technology, Tumakuru, hereby declare that, the project work-Il

entitled "Cloud Infrastructure Failure Detection using Machine Learning",

embodies the report of our project work carried out by our team under the guidance

of Mr. Shanmukaswamy C.V, Associate Professor, Department of CSE, SIET,

Tumakuru as partial fulfillment of requirements for the award of the degree in

Bachelor of Engineering in Computer Science & Engineering of Visvesvaraya

Technological University, Belagavi, during the academic year 2022-23. The project

has been approved as it satisfies the academic requirements in respect to the Project

work-II.
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TO WHOM SO EVERIT MAY CONCERN

Thisisto Certitt thtt Mso GAYITHRIDEVI

1lSV19CS030 Student of ShridM Institute

Technology has successfully completed her

loud Infrastructure Failure Detection

Learning".

We wish every success in her career.
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TO WIIOM SO EVERIT MAY CONCERN

This is to certiff that Ms. LAVAI{YA T s bearing usN

1sv1gcs040 Student of shridevi Institute of Engineering &
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To WHOM SO EVERIT MAY CONCERN

This is to cerri$/ that Mr. NANDAN KUMAR M bearing USN

象SV19CS046 S加[dent of ShHdevi lnstitute ofttnglneering&

echnology has successfully completed his Project work titled

Cloud Infrastructure Failure Detection Using Machine

e wish every success in his career.
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1SV19CS04B Student of Shridevi Institute of Engineering &
Technology has successfully completed her Project Work titled

"Cloud Infrastrucfure Failure Detection Using Machine

Learning".

We wish every success in her career.
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AI}S'TRACT

( loud cttmputing has beconre arr cssctttial pat'l ot rrrany businesses ancl organizatiorts, pr-or.idtng

on-denrand access to computing lc5()ulces antl services. However, the reliabilitv of cloud services

can bc impacted by various f'actors. including hardware failures, software bugs, and rretwtlrk

outagcs. This can lead to service tlisruptions arrcl downtime, resulting in significarrt losses fbr

businesses.

Macliine learning-hased approaclrcs cau bc usccl tor online cltlud tailure detectitln, providinu real-

time monitoring and alerting lor potential issucs. ln this approach, data from various sources,

including systenl logs. nctwork traffic. and application mctrics, arc collcctcd and analyzcd trsing

machinc lcarning algorithms to clctcct anor.ualics and potcntial thilurc pattcrns.

This paperdiscusscs thc usc ol'rnitchinc lcarnins tbronlinc cloucl failrrrc clctcction. incltrding thc

challcngcs and bcnctlts of tlris approach. Wc ulstr rcvicw sontc of thc cotrltnonly ttscd tltachinc

learning algorithms for this task. including clustcring. classification, ancl anomaly dctcction

tcchniqucs. Finally. we prcscnt somc casc studies that illustratc the cfl-cctivcncss of rlrachiuc

learning-based approaches tbr onlinc cloud larlLrrc detection in various applications.

Ovcrall. machinc lcarning-bascd approachcs havc shown grcat prornisc in improving thc rcliability

of cloud scrvices by providing carly dctcctiorr ot'potcntial issucs and cnabling proactivc mcasurcs

to prcvent scrvicc disnrptions.
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