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Syllabus

l. lntroduclion- Need lbr Securirl. Securitv Attacks, Model

ll. Sr nrrnetric ('iphers-suhstitrrtion &Transposition Techniques. Block Cipher, Stream Ciphers

Ill. l'}ublic Kev (lr).pto!{rapll - Nced and Principles of Public Key Cryptosystems, RSA Algorithm

lV. ,\uthenticatiorr- Autlrentication Requirements, Message Authentication Codes, Hashes, User
r\uthentication: I)assrvold. Ccrtilicate based & Biometric Authentication

V. Net$ork Securitl-Fireualls.lP Security. VPN, Intrusion Detection, Web Security, SSL,TLS

Asscssment:

Students should oblairr:
Min 80% ol attendance
N'lin 80% Participation in practice session
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